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<EPA

ited State

e Protecting Critical Infrastructure

« The Bioterrorism Act of 2002

« Homeland Security Presidential Directive
(HSPD) 7 designates EPA the lead federal
agency for water infrastructure safety and
security

« HSPD 9 directs EPA to develop a
surveillance and monitoring program for
early detection of contamination

« NHSRC supports the Office of Water in
meeting these responsibilities

- Office of Research and Development



<EPA

United States
Environmental Protection
Agency

Vision
The HSRP will conduct research and deliver products that
improves the capability of the Agency to carry out its
homeland security responsibilities resulting in greater

resiliency of the nation’s communities

Theme A: Securing and Sustaining Water Systems

Theme B: Characterizing Contamination and
Determining Risk

Theme C:. Remediating Indoor and Outdoor
Environments
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SEPA ORD’s Water Security Research
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Technical support and
application of detection
technologies
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clearance
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assessment, risk management and

Conventional / green treatment
methods for managing
contaminated bulk water




Science Question A.1 : How can water security
technologies for drinking water distribution systems be
Improved to be faster, more reliable, less expensive, more
sustainable, and better integrated into daily operations?

Science Question A.2:  What approaches are most
effective, timely and sustainable for returning water and
wastewater infrastructure to service following a
contamination incident?

Science Question A.3:  What innovations and new
methods are needed to fill technical and knowledge gaps
In water infrastructure security and sustainability?

- Office of Research and Development
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Science Question A.1 : How can water security technologies for drinking water
distribution systems be improved to be faster, more reliable, less expensive, more
sustainable, and better integrated into daily operations?

*Project A.1.1: Testing, evaluation, and enhancement
of detection technologies

*Project A.1.2: Technical support and application of
detection technologies in pilot demonstration projects

- Office of Research and Development 6
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Project A.1.1. Testing, evaluation, and enhancement of
detection technologies

Task A.1.1.1: Emerging and first generation prototype field
detection technology and approaches

Example:
Working with TSWG, develop a cheaper Total
Organic Carbon (TOC) monitor for use in drinking
water contamination warning systems

Enable more utilities to purchase cheaper, accurate
TOC sensors

Products: Report sensor development/testing for
online radiation monitors and/or metal detectors
(FY12), Report on methods to interpret field data
(FY13)

- Office of Research and Development
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Project A.1.1. Testing, evaluation, and enhancement of
detection technologies

Task A.1.1.2: Pipe loop testing of prototypes and pre-
commercial field detection technology

Products:

Report on testing of fluorescence
detection devices (FY12), Report on
testing of disposable cartridge-based
sensors (FY13), Report on event
detection analysis of UV sensor data
(FY13), Report on sensor tests of
prototype detection technology (FY14)

- Office of Research and Development
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Project A.1.2. Technical support and application of detection
technologies in pilot demonstration projects

Task A.1.2.1: Technical support to water utility partners applying
CANARY o

10 ~ — 4NR

Example:
* Use data analysis tools for water quality
sensor data to distinguish between normal
variability and possible contamination

incidents
P rod u CtS : 2/250:00 2/25 4:00 2/25 8:00
Example Event 1
« Updated CANARY software and user os 1 T canary ot : ) o

manual (FY12, FY13, and FY14), CANARY I ]}' ﬁjﬁ%
Tutorials to support training and Sos A s g
implementation (FY12), Report on technical . - s £
support to WSi utilities (FY13) o I ot

©
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Project A.1.2: Technical support and application of detection technologies

in pilot demonstration projects

Task A.1.2.2: Technical support to water utility partners applying

TEVA-SPOT

Example:
Optimally place sensors in a water
distribution network to best minimize public
health risks

Products:
Report on model detail effects on
contamination impacts (FY12), Report on
vulnerability assessment using TEVA-
SPOT (FY13), Report on model detalil
effects on sensor network designs (FY13)

- Office of Research and Development
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Science Question A.2: What approaches are most effective, timely and
sustainable for returning water and wastewater infrastructure to service following a
contamination incident?

*Project A.2.1: Development and testing of methods for
decontaminating water or wastewater infrastructure

*Project A.2.2: Evaluation of the effectiveness of
conventional and green drinking water treatment methods

*Project A.2.3: Development and enhancement of
decision-making tools and information to enhance
community response and resilience to drinking water
contamination incidents

- Office of Research and Development 11
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Project A.2.1: Development and testing of methods for decontaminating
water or wastewater infrastructure

Task A.2.1.1: Decontamination protocols and techniques for water
infrastructure

Example:

Develop decontamination research protocols
and apply them to quantitatively determine the
adsorption of individual priority contaminants

Products:

Report on the decontamination protocol and
study results (FY12), Updated databases (FY13
and FY14), Report on the adhesion of

contaminants to storage tank sediments and
removal through decontamination procedures
(FY13)

- Office of Research and Development
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Project A.2.1: Development and testing of methods for decontaminating
water or wastewater infrastructure

Task A.2.1.3: Persistence of contaminants in water distribution systems

Example

Investigate the persistence of specific
microorganisms and specific radionuclides on
water infrastructure

Products

Report on the persistence of microorganisms
and improved methods for testing persistence
(FY12), Report on the persistence of surrogate
radionuclides on drinking water infrastructure
and decontamination (FY13), Updates to WCIT

database (FY14)
- Office of Research and Development
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Project A.2.2: Evaluation of the effectiveness of conventional and
green drinking water treatment methods

Task A.2.2.1: Inactivation of bio-agents

Example: Evaluate the resistance of specific vegetative
cells to more “green” inactivation techniques

Products: Updated WCIT database (FY12, FY13, and
FY14), Report on inactivation of Francisella spp.(FY12),
Report on the treatment of spore forming bacteria using
chlorine dioxide and ozone (FY12), Report on inactivation
of vegetative cells of B. anthracis (FY13), Report on
green treatment techniques (FY14)

- Office of Research and Development
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Project A.2.2: Evaluation of the effectiveness of conventional and
green drinking water treatment methods

Task A.2.2.2: Treatment of biotoxins and chemicals

Example
Determining reaction kinetics of
oxidants with chemicals and biotoxins

Products
Updated WCIT database (FY12, FY13,

and FY14), Report on acceptance of
advanced oxidation processes (AOP)
treated water by wastewater plants
(FY12), Report on advanced oxidation
processes for treatment of chemically
contaminated drinking water (FY13)

- Office of Research and Development
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*Project A.2.3: Development and enhancement of decision-making
tools and information to enhance community response and
resilience to drinking water contamination incidents

Task A.2.3.1: Modeling and simulation to inform response actions

Example
To identify effective rapid response
strategies following detection of a
contamination incident

<@ = Flushing Locations
. @ = Contaminated Nodes

Products
Report on advantages and disadvantages

of using optimization to inform hydraulic
response actions (FY12), Water security
response toolkit software and user manual

(FY13)
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Science Question A.3: What innovations and new methods are needed to fill
technical and knowledge gaps in water infrastructure security and sustainability?

*Project A.3.1: Innovative design and management
of drinking water systems of the future

- Office of Research and Development
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*Project A.3.1: Innovative design and management of drinking water
systems of the future

Task A.3.1.1: Real-time modeling to improve operations

Example:
Integration of network hydraulic and water
quality models with operations data
collected

Products:
Report on open source concept for
EPANET-RTX (FY12), Prototype EPANET-
RTX software and user manual (FY12),
Report on an automated model calibration
tool and application in a field study (FY13),
Case study on EPANET-RTX field test
(FY13)

- Office of Research and Development
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*Project A.3.1: Innovative design and management of drinking water
systems of the future

Task A.3.1.2: Design of new or retrofit water distribution
systems to promote resiliency and security

Example . )
To incorporate water security principles in A }é&@
the design of new or retrofitted water ﬁ“"%@{&
distribution system infrastructure : %m &3
Products s ;ngt’-
Report on case study comparison of district N \‘,;
meter areas (DMA) and looped water
distribution systems (FY12), Literature L

review on approaches to design and
retrofitting distribution systems (FY13),
Design optimization methods using security
and resilience criteria (FY14)

- Office of Research and Development
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Distribution System Protection and Recovery:

« Contamination Detection Sensors: Testing of
Commercially Available Water Quality Sensors

 Locating Sensors: TEVA-SPOT Software

] Example Event 1 ]

o | I—evem 8 I

* Incident Detection: CANARY Software i Jf}_ o £
£ [ —

50_3 ' 0.3§

. . . . . 0.2 ’_ \ - 0.2 §

e Incident Response: Real-time distribution | = FEAN

system modeling (in development)

www.epa.gov/nhsrc
Contact: Kim R. Fox

¢ = Flushing Locations
i @ = Contaminated Nodes
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Blast Vulnerability Assessment Tool

Water Sample Concentrator
www.epa.gov/nhsrc

Contact: Kim R. Fox

Office of Research and Development
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ORD’s Water Security Research

« Improving community resiliency by addressing science gaps
in OW and utilities’ water security capabilities
* Priority setting:
—OGWDW - Water Security Division
—Federal sector coordinating councils (incl. water utilities)
» All hazards” approach to developing research products
—Protecting systems
—Detecting analyzing contamination
—Determining risk
—Cleaning up water and infrastructure

- Office of Research and Development 22



wELLy  Collaboration Essential to Achieve
Water Security

Agency

Collaborators Partners

 Sandia National Laboratories « EPA Office of Water

 Argonne National Laboratories Water utility partners

|daho National Laboratory American Water Works Association
University of Cincinnati Department of Homeland Security
SHAW Environmental Department of Defense

Edgewood Chemical Biological Center

* Technical Support Working Group

 National Institute for Standards and
Technology

» Centers for Disease Control
» Army Corps of Engineers
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